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In This Issue –Technically

MACHINE LEARNING SUPPORT FOR RADAR-BASED SURVEILLANCE SYSTEMS

Radar-based surveillance systems already consist of highly complex tracking, sensor data fusion, and identification algo-

rithms, which track the trajectories of moving objects. They are embedded in a real-time middleware with a straight for-

ward processing chain according to the Joint Directors of Laboratories (JDL) fusion model. With the spread of new

technologies, e.g., big data, distributed data processing and machine learning open up new possibilities for surveillance

systems. Commercial data providers provide trajectories of all kinds of vessels and aircraft worldwide. Best known are

automatic dependent surveillance–broadcast and (satellite-) automatic identification systems used in air and maritime sur-

veillance. Both are cooperative systems and are integrated as the sensor source in surveillance systems. An advantage of

these trajectories is, in addition to the unique identification of the object by an identifier [e.g., ICAO code or MMSI] that

can be easily assigned to the generating objects, they contain additional context data that can be used as labels for super-

vised machine learning. Also they are similar in structure to radar tracks and are ideal for analysis and training of learning

algorithms. This article gives an overview of how these new technologies, in combination with big data of trajectories, can

be integrated into existing surveillance systems and howmachine learning can help to improve situational awareness.

A SURVEY OF ARTIFICIAL INTELLIGENCE APPROACHES FOR TARGET SURVEILLANCE
WITH RADAR SENSORS
With the rising popularity of artificial intelligence (AI), target surveillance based on radar sensors aims to tap the

potential of AI enabled through today’s computational capacities. We present a survey of past approaches as well as

recent hot topics in the area of AI approaches for target surveillance with radar sensors that reveal potential for the

development of novel approaches in research and practice. We focus on the major research streams of clutter identifi-

cation, target classification, and target tracking, which are important for an adequate operation of radar applications

and well suited for the use of AI. This article contributes to a better understanding of how AI can be applied to assist

conventional radar sensor approaches, or even serve as an alternative.

A SURVEY OF MULTIMODAL SENSOR FUSION FOR PASSIVE RF AND EO INFORMATION INTEGRATION
Integrating information collected by different types of sensors observing the same or related phenomenon can lead to

more accurate and robust decision making. This article reviews sensor fusion approaches to achieve passive radio fre-

quency (RF) and electro-optical (EO) sensor fusion and presents the proposed fusion of EO/RF neural network

(FERNN). While research has been conducted to integrate complementary data collected by EO and RF modalities,

the processing of RF data usually applies traditional features, such as Doppler. This article explores the viability of

using the histogram of I/Q (in-phase and quadrature) data for the purposes of augmenting the detection accuracy that

EO input alone is incapable of achieving. Specifically, by processing the histogram of I/Q data via deep learning and

enhancing feature input for neural network fusion. Using the simulated data from the Digital Imaging and Remote

Sensing Image Generation dataset, FERNN can achieve 95% accuracy in vehicle detection and scenario categoriza-

tion, which is a 23% improvement over the accuracy achieved by a stand-alone EO sensor.

ARTIFICIAL INTELLIGENCE AND DATA FUSION AT THE EDGE
Artificial intelligence (AI), owing to recent breakthroughs in deep learning, has revolutionized applications and services in

almost all technology domains including aerospace. AI and deep learning rely on huge amounts of training data that are

mostly generated at the network edge by Internet of Things (IoT) devices and sensors. Bringing the sensed data from the

edge of a distributed network to a centralized cloud is often infeasible because of themassive data volume, limited network

bandwidth, and real-time application constraints. Consequently, there is a desire to push AI frontiers to the network edge

toward utilizing the enormous amount of data generated by IoT devices near the data source. The merger of edge comput-

ing and AI has engendered a new discipline, that is, AI at the edge or edge intelligence. To help AI make sense of gigantic

data at the network edge, data fusion is of paramount significance and goes hand in hand with AI. This article focuses on

data fusion and AI at the edge. In this article, we propose a framework for data fusion and AI processing at the edge. We

then provide a comparative discussion of different data fusion and AImodels and architectures.We discuss multiple levels

of fusion and different types of AI, and how different types of AI align with different levels of fusion. We then highlight

the benefits of combining data fusionwith AI at the edge. Themethods ofAI and data fusion at the edge detailed in this arti-

cle are applicable to many application domains including aerospace systems. We evaluate the effectiveness of combined

data fusion and AI at the edge using convolutional neural network models and multiple hardware platforms suitable for

edge computing. Experimental results reveal that combining AI with data fusion can impart a speedup of 9.8 times, while

reducing energy consumption up to 88.5% over AI without data fusion. Furthermore, results demonstrate that data fusion

either maintains or improves the accuracy of AI in most cases. For our experiments, data fusion imparts a maximum

improvement of 15.8% in accuracy to AI.
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MACHINE LEARNING/ARTIFICIAL INTELLIGENCE FOR SENSOR DATA FUSION–OPPORTUNITIES
AND CHALLENGES
During Fusion 2019 Conference, leading experts presented ideas on the historical, contemporary, and future coordination

of artificial intelligence/machine learning (AI/ML) with sensor data fusion (SDF). While AI/ML and SDF concepts have

had a rich history since the early 1900s—emerging from philosophy and psychology—it was not until the dawn of com-

puters that both AI/ML and SDF researchers initiated discussions on how mathematical techniques could be implemented

for real-time analysis. ML, and in particular deep learning, has demonstrated tremendous success in computer vision, natu-

ral language understanding, and data analytics. As a result, ML has been proposed as the solution to many problems that

inherently include multi-modal data. For example, success in autonomous vehicles has validated the promise of ML with

SDF, but additional research is needed to explain, understand, and coordinate heterogeneous data analytics for situation

awareness. The panel identified opportunities for merging AI/ML and SDF such as computational efficiency, improved

decision making, expanding knowledge, and providing security; while highlighting challenges for multi-domain opera-

tions, human-machine teaming, and ethical deployment strategies.

ON DIGITAL ETHICS FOR ARTIFICIAL INTELLIGENCE AND INFORMATION FUSION IN
THE DEFENSE DOMAIN
“For knowledge itself is power...”— Francis Bacon’s statement on achieving power as the meaning of all knowledge marks

the beginning of the modern project. Since the advent of AI in the defense domain, technology meant for the benefit of

humanity may turn against humanity. This specific type of instrumental knowledge makes the modern crisis as visible as in

spotlight. Ethical knowledge of man and his nature must complement Bacon’s knowledge. There is an “ecology of man”:

He does not make himself; he is responsible for himself and others. How can the data fusion community technically support

responsible use of the power we are harvesting from AI? To argue more specifically, we consider documents of the German

Bundeswehr, founded in the 1950s when the term AI was coined. Since these armed forces have learned lessons from “total

war” and tyranny, they seem conceptually prepared for mastering the digital challenge. There exist parallels to ongoing

IEEE P7000 standardization activities.

THE FUSION OF HUMAN DATA: A EUROPEAN ESSAY
Europe’s democracies are in disorder. Their unease is also consequential to Europe’s ubiquitous digital progress. In particu-

lar, when citizens are permanently monitored by their mobile devices, when their behavior is controlled through continu-

ously fired stimuli using online media, digitization becomes a game changer for democratic societies. The continuous

tracking and tracing of the individual and the use of data fusion technologies to extract personal profiles change the image

of man. However, if our enlightened understanding of what the image of man is shifts, we are going to change our European

democratic ruling systems and, ultimately, the rule of law in democratic states. Anyone who strives to prolongate democ-

racy into the digital era requires a firm political will and the sharpest weapon of democracy alike: legislation through a dem-

ocratically constituted legislature.
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Throughout its several decades of history, the term artificial intelligence (AI) has described a wide

field of different disciplines trying to mimic human intelligence in one way or the other. In view of

rapidly increasing computational power and memory as well as huge datasets publicly available for

training, testing, and comparing algorithms, more and more application fields for AI arise with the

emphasis shifting from encoding human knowledge to learning from data. Machine learning (ML)

and, in particular, deep learning (DL) methods have demonstrated impressive capability of success-

fully detecting and classifying patterns in images, speech, and other structured data. They can also

be used to forecast the future occurrence of trends and events. Application cases cover interactive

speech dialog systems, medical diagnosis, stock market trading, risk prediction for insurance compa-

nies, e-commerce, and gaming, just to name a few. Specialized hardware is available to support effi-

cient implementation of training, analysis, and prediction.

One field that has benefited from AI is data fusion. Its goal is to combine heterogeneous sensor

and context data as well as other forms of information in order to get a concise and improved under-

standing of the underlying causes and phenomena, just as living creatures and, in particular, humans

do. Therein, AI methods can support processes like data association, state estimation, object identifi-

cation and classification, pattern analysis, situation assessment, as well as resource management and

decision recommendation. Clearly, all of these processes should be performed as fast and efficiently

as possible, but quality and reliability of the results obtained are even more important. The outcomes

have to be explainable, e.g., in case a critical decision afterward is found to have been false, and all

estimates and results must come with a dependable measure of their reliability in order to support

subsequent decision-making, whether it is performed by a human operator or again by a computer

program. After all, data fusion is applied in safety-critical applications, e.g., autonomous vehicles,

air traffic control, or defense and security.

This special issue covers some recent and ongoing developments of AI in the context of data

fusion. In addition to survey articles discussing technical progress and current hot topics, historical

aspects are discussed as well as legal and moral implications the use of AI may have.

The first article, “Machine Learning Support for Radar Based Surveillance Systems,” shows

how big trajectory data obtained from commercial ADS-B and AIS data providers in combina-

tion with new technologies can improve radar-based surveillance systems. The second article,

“A Survey of Artificial Intelligence Approaches for Target Surveillance with Radar Sensors,”

also addresses radar-based surveillance systems, but focuses on the three aspects of clutter iden-

tification, target classification (in particular, using micro-Doppler), and target tracking. The third

article, “A Survey of Multimodal Sensor Fusion for Passive RF and EO Information Integra-

tion,” is the first within this issue that explicitly handles the fusion of data from heterogeneous

sensors. Passive radio frequency and electro-optical sensor data are processed individually first

using DL methods before the data are fused on both feature and decision levels. The fourth arti-

cle, “Artificial Intelligence and Data Fusion at the Edge,” presents a cyberphysical command
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guided architecture for performing distributed command and control amongst various human teams, distributed sensors,

and IoT-devices, where data fusion and AI are performed at the edge of a distributed network to condense information

and herewith reduce the amount of data to be distributed in the cloud. The fifth article, “Machine Learning/Artificial

Intelligence for Sensor Data Fusion—Opportunities and Challenges,” concludes the technical part of this special issue

by spanning an arc from past to future. Panelists of the 2019 International Conference on Information Fusion treat a

variety of applications and issues concerning AI, in particular, its history, deployment issues, machine–human data

fusion as well as explainable and interpretable AI. The first of two less technical articles, “On Digital Ethics for Artifi-

cial Intelligence and Information Fusion in the Defense Domain,” deals with the responsibility of everyone involved in

designing or applying AI and data or information fusion, where aspects range from the public perception of AI over sol-

diers’ needs and expectations on to responsible design and engineering in particular of moral assistance systems up to

recommendations for strategical planning. The last article, “The Fusion of Human Data: A European Essay,” puts cur-

rent developments in historical, cultural, economic, and political context when discussing questions of owning and han-

dling mass data collected by modern AI and data fusion systems.

Despite the fairly wide range of aspects covered in this Special Issue, such a project can never be exhaustive. We hope

you find it as inspiring as the interesting and challenging topic itself and take a look at some of the many citations provided

in the articles.
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TECHNICAL ASSISTANCE FOR MINDS AND WILLS

“Intelligence” and “autonomy” are omnipresent phenom-

ena in the biosphere. Before any scientific reflection or

technical realization, all living creatures fuse sensory per-

ceptions with information they have learned themselves

and received from other creatures. This gives them a model

of their environment, the basis to act appropriately for

reaching their goals and avoiding harm. In the techno-

sphere, artificial intelligence (AI) and information fusion

(IF) combined with comprehensive automation provide

technical tools that enhance the perceptive mind and active

will of persons who alone are capable to perceive con-

sciously and to act responsibly.We, thus, deliberately leave

the term “AI” imprecisely defined here. For us, it comprises

not only machine or deep learning, e.g., but a whole world

of algorithms, including approaches to Bayesian learning.

As illustrated in Figure 1, algorithms, realized by the

craft and art of programming and enabled by qualita-

tively and quantitatively appropriate testing and training

data, drive a data processing cycle that starts from ele-

mentary real-time sensor signals and observer reports

collected from multiple and heterogeneous sources. IF

combines these streams of mass data with context

knowledge and provides pieces of mission-relevant

information at several levels that are integrated into

comprehensive and near real-time situational awareness

pictures. On their basis, decision makers become aware

of the current situation and decide to act according to

the ends of their mission in a challenging environment.

Algorithms transform their acts of will into partially or

fully automated command sequences for controlling

networking platforms, sensors, and effectors. Among the

AI algorithms are neural networks and machine learn-

ing. The “world of algorithms,” however, comprises

much more than this particular type of information proc-

essing schemes. Thus, algorithms, based on applied

mathematics and running on powerful computing devi-

ces (for a German perspective on quantum computing,

see [1]), are the scientific core for designing cognitive

and volitive tools that assist intelligent minds and auton-

omous wills in the “world of human beings.” The con-

cepts of mind and will and, therefore, of consciousness

and responsibility bring natural beings into view that are

“somebody” and not “something,” i.e., persons, and

open up ethical dimensions.

The USAF General John E. Hyten (b. 1959), Vice-

Chairman of the Joint Chiefs of Staff, has characterized

this situation by rephrasing a passage from John F.

Kennedy’s (1917–1963) famous Moon Speech.

“We set sail on this new sea because there is new

knowledge to be gained, and new rights to be

won, and they must be won and used for the prog-

ress of all people. For [artificial intelligence],

like nuclear science and technology, has no con-

science of its own. Whether it will become a force

for good or ill depends on man, [. . .] whether

this new ocean will be a sea of peace or a new

terrifying theater of war.”[2], [3]

Since the ethical dimension of AI in defense transcends

the scope of a purely scientific discussion and touches the

realm of philosophical arguments, any discussion of so

controversial topic must openly admit the more fundamen-

tal positions of the author who is trying to provide a con-

tribution to it. Only in this way, a transparent dialog

within the international and intercultural community of

defense scientists will become possible.

PHILOSOPHICAL PRELIMINARIES AND SCOPE

Whoever wants to explore, develop, and leverage cognitive

and volitive assistance systems, “artificial things” that

Authors’ current addresses: Wolfgang Koch, University
of Bonn, Bonn 53113, Germany, and also Fraunhofer
FKIE,Wachtberg 53343, Germany (e-mail: w.koch@ieee.
org).
Manuscript received March 5, 2020, revised September
13, 2020; accepted November 14, 2020, and ready for
publication March 15, 2021.
Review handled by Chee-Yee Chong.
0885-8985/21/$26.00 � 2021 IEEE

94 IEEE A&E SYSTEMS MAGAZINE JULY 2021

 apply. 

https://orcid.org/0000-0002-5734-3325
https://orcid.org/0000-0002-5734-3325
https://orcid.org/0000-0002-5734-3325
https://orcid.org/0000-0002-5734-3325
https://orcid.org/0000-0002-5734-3325
mailto:w.koch@ieee.org
mailto:w.koch@ieee.org


powerfully enhance the capabilities of natural minds and

wills must understand what is meant by “artificial” and

“natural.” For this pair of notions stands as a fundamental

dichotomy at the very beginning of Western thinking [4].

When speaking of “technology,” we are actually using the

ancient Greek word for “artificially created”—techne.

“Artificial things [here: tools enabled by AI and IF], accord-

ing to Aristotle, are indeed characterized by the fact that they

themselves consist of a ‘what’ and a ‘what of,’” explains the

philosopher Robert Spaemann (1927–2018) and continues:

“Their ‘how’ and ‘why’ is not in them, but in the person

who made them or use them. A natural thing, on the other

hand, is characterized by the fact that their ‘what’ and ‘to-

what-end’ in itself fall into one. Its end is the form of the

thing itself, hence the notion of entelecheia: I carry the end

withinme” [5].

In contrast to the natural mind and will of persons,

cognitive and volitive assistance systems are technical,

i.e., artificially created things, and not natural entelechies

according to this strand of thought. This contradicts

emerging ideologies that consider “conscious perception”

and “responsible will” as artifacts of suboptimal informa-

tion processors called “humans” to be replaced by alleg-

edly “objective” and “unbiased” AIs.

Any attempt to clarify the role of ethics in the military

use of AI and IF must, therefore, keep two branches of

mutually complementary knowledge in a proper balance.

1. For knowledge itself is power. Francis Bacon’s

(1561–1626) famous statement on achieving power

as the meaning of all knowledge marks the very

beginning of the modern project.1 At the latest since

the advent of AI in defense, however, powerful

technology may turn against humanity by using it

irresponsibly or for unethical purposes. This, admit-

tedly, age-old problem is acute with instrumental

knowledge in its specific manifestation as AI and

makes the modern crisis as visible as in spotlight. In

addition, the Baconian paradigm has a tendency to

instrumentalize even human beings as “stimulus-

response machines according to a biocybernetic

Image of Man” [6] with severe consequences for

their status as legal subjects. “Nothing is as decisive

for the style of a legal age as the Image of Man to

which it is oriented,” observed Gustav Radbruch

(1878–1949), one of the most influential legal phi-

losophers of the 20th century on the eve of a tyr-

anny. According to this line of thought, a society,

which sociologically standardizes man and reduces

him to what is empirically observable, will sooner

or later manifest this Image of Man in the law estab-

lished by the sovereign. For law is nothing but

“coagulated politics” [7]. Thoughtfully, the political

philosopher J€urgen Habermas (b. 1929) has warned

of a possibly “derailing modernization,” which

could very well erode the kind of solidarity on wh-

ich the democratic state and the international com-

munity of states, without being able to legally

enforce it, are dependent [8].

2. Since there is an Ecology of Man to be taken into

account, ethically guiding knowledge of the nature of

persons, and their proper ends must complement

Bacon’s knowledge. “Man too has a nature that he

must respect and that he cannot manipulate at will,”

reminded Benedict XVI (b. 1927), the parliamentar-

ians in the German Bundestag. “Man is not merely

self-creating freedom. Man does not create himself.

He is intellect and will, but he is also nature, and his

will is rightly ordered if he respects his nature, listens

to it and accepts himself for who he is, as one who did

not create himself. In this way, and in no other, is true

human freedom fulfilled” [9]. In view of these

insights, AI in defense must serve the Common Good

of a nation or coalitions of nations as it is discovered

in the natural order as its “moral ecosystem.” If a

“nation’s will” [10] aligns itself with partisan inter-

ests, which deny universal inalienable rights in confor-

mity with the nature of persons, we might still speak of

“government by the people,” but it cannot be said to be

“of the people” or “for the people” [11], paraphrasing

Abraham Lincoln’s (1809–1865) phrase sketching the

Credit: Image licensed by Ingram Publishing

1The phrase ipsa scientia potestas est occurs in Sir Francis Bacon’s
Meditationes Sacrae (1597) and was made popular in the work
Leviathan by Thomas Hobbes (1588–1679), who was a secretary to
Bacon as a young man.
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essence of modern democracy [12].2 The leadership

principle Innere F€uhrung of the German Armed

Forces to be discussed ahead and the notion of a

Staatsb€urger in Uniform [citizen in uniform] under-

lines explicitly the importance of the “human factor.”

We do not expect that the technological develop-

ment will “naturally” lead to responsibly usable AI in

defense. Even the development of irresponsible AI-

based weapon technology is possible and may be pur-

sued by adversaries. Ethical considerations in the explo-

ration and development of AI in defense should,

therefore, actively be encouraged and its responsible

use technically be facilitated. This includes the concep-

tion of well-designed rules of engagement (RoE) that

take into account the risks of AI in defense and must

permeate the technical system design. Since Article 36

of the Additional Protocol I of the 1949 Geneva Con-

ventions requires states to conduct legal reviews of all

new weapons, means, and methods of warfare in order

to determine whether their use is prohibited by interna-

tional law, such considerations are also encouraged

from a legal perspective [13].

Our strand of thought begins with a discussion of basic

preliminaries related to the Image of Man and the Common

Good from the author’s perspective, without which ethical

problems of this technology cannot be properly addressed

(see the section “AI in Defense and the Common Good”).

These issues are illustrated by considering the German

Armed Forces, the Bundeswehr, in the sense of a case study.

It serves as an example of an army acting under a

parliamentary mandate that has learned lessons from tyranny

and total war (see the section “Soldiers’ Minds and Wills in

Hyperwar”). Conclusions from ongoing research lead us to

the notions of technical controllability and personal responsi-

bility, which appear as technical design principles for imple-

menting AI in defense (see the section “Responsible Design:

Conclusions From Examples”). Although being relevant in

other defense technologies as well, these issues are particu-

larly pressing, since AI-driven automation has the inherent

tendency to marginalize human involvement in decision pro-

cesses (see the section “Controllability: Basis ofMilitary Sys-

tems Design”). A discussion of challenges and research

questions to be answered for enabling their technical imple-

mentation seems to indicate that AI in defense may lead to a

paradigm shift in systems engineering (see the section “On

Responsibility Guaranteed Controllability”). In particular,

the difference between the errors of unaided human decisions

in comparison to AI-assisted and automatically executed

decisions requires careful considerations on how personal

accountability can technically be supported (see the section

“Responsibility in Military Systems Engineering”). On the

other hand, AI shows characteristic defects with “blind

spots” and unreal artifacts to be compensated by natu-

rally intelligent and well-trained users (see the section

“Selected Aspects of Moral Assistance Systems”). These

thoughts result in the need to incorporate ethical thinking

into systems engineering and ergonomics for AI in

defense starting from the highest level and the very

beginning in the stages of strategic planning, defense

R&D, procurement, and leverage (see the section

“Recommendations for Strategical Planning”).

If we were able to solve the ethical problems of AI in

defense, new paths are likely opened up for responsible

use of AI in other sectors, such as healthcare or autono-

mous driving, where the impact of poor decisions on

Figure 1.
Cognitive and volitive assistance for the intelligent mind and autonomous will of responsible human decision makers.

� Fraunhofer FKIE.

2“That government of the people, by the people, for the people, shall
not perish from the earth"—Abraham Lincoln (1863).
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people can be significant as well. For an overview of the

ongoing debates see the work in [14].

AI IN DEFENSE AND THE COMMON GOOD

Instrumental knowledge providing “power” is never an end in

itself, but always meant “for” something. This is particularly

true when it is used for defense, i.e., for protecting the Com-

mon Good of nations or coalitions of nations against external

physical threats, i.e., against military threats emanating from

other nations and nonstate actors. There are nonphysical, e.g.,

economic or ideological,3 and internal threats as well, e.g.,

those related to public security [15], whichwe exclude here.

In this sense, we consider cognitive and volitive assis-

tance systems under research, being developed, and to be

leveraged for protecting the Common Good, to which the

individual good is essentially related and which it serves.

“The political community [. . .] exists for the

Common Good: This is its full justification and

meaning and the source of its specific and basic

right to exist” summarizes a classical text a long

tradition of political thought: “The Common

Good embraces the sum total of all those condi-

tions of social life which enable individuals, fami-

lies, and organizations to achieve complete and

efficacious fulfilment.” [16]

This description of the Common Good rooted in the

nature of persons and their ends seems to be quite in line

with The Declaration of Independence of the United States

of America, which describes the objective fulfillment,

which the Common Good safeguards and promotes, as

“Life, Liberty, and the Pursuit of Happiness” [11].

The very notion of the Common Good as understood

here embraces natural law and inalienable human rights

based upon it, e.g., not to be induced to act immorally.

Although being fundamental to the Western, i.e., Euro-

pean and American, civilization [9],4 and having evolved

in a process, it seems to have universal validity.

“In the first half of the second century B.C., the

social natural law developed by the Stoic philos-

ophers came into contact with leading teachers

of Roman Law. Through this encounter, the

juridical culture of the West was born, which was

and is of key significance for the juridical culture

of mankind. This pre-Christian marriage between

law and philosophy opened up the path that led

via the Christian Middle Ages and the juridical

developments of the Age of Enlightenment all the

way to the Declaration of Human Rights.”[9]

The Grundgesetz of 1949, which commits modern Ger-

many to inviolable and inalienable human rights as the foun-

dation of every human community, and of peace and justice

in the world, is in line with this development. According to

this tradition, readiness for defense must not only be techno-

logically credible, but also correspond to the consciously

accepted “responsibility before God and man, inspired by the

determination to promote world peace as an equal partner in a

united Europe,” as the very first sentence of the German con-

stitution states [17].5

Also rooted in ancient Roman and medieval juridical

thinking, but from a different philosophical perspective, politi-

cal thinkers such as Thomas Hobbes (1588–1679), Samuel

von Pufendorf (1632–1694), and John Locke (1632–1704)

have made the notion of inalienable rights a key element in

The Constitution of the United States as well. Especially von

Pufendorf’s political concepts have become part of the cul-

tural background of the American Revolution. In view of

these considerations, European and U.S.—American legal tra-

ditions at least in certain, but essential, points coincide.

According to these considerations, the precepts of the

natural law are to the practical reason, i.e., to the vast cor-

pus of positive law, e.g., to the detailed and complex RoE,

what the first principles of demonstration are to the specu-

lative reason; because both are self-evident principles

(Thomas Aquinas as quoted, in [11, p. 40]). In other

words, knowledge of the nature of persons and their

proper ends seem to be the precondition of the possibility

for digital ethics for AI used in the defense domain.

Both overexpectation and overfear apparently charac-

terize the public apprehension of risks and opportunities

of AI. A Google search for images illustrating “Artificial

Intelligence” reveals a psychogram of modern man with

his or her pseudoreligious hopes and gloomy forebodings.

As Figure 2 shows, intelligently looking alien beings in

black, turquoise, blue, or white are mysteriously rising

from circuits and data, cool and superior, quite different

from us, yet somehow “in the Image of Man.” Artists’

views inspired by Michelangelo’s “Creation” symbolize

emerging intelligence; robots pose as Rodin’s “Thinker.”

At the same time that the Image of Man is increasingly

shaped according to the model of machines, human, even

superhuman qualities are somehow associated with AI.

3An early vision of what is now called ‘Hybrid Warfare,’ seen as “a
continuum of engagement in order to limit the dissonance between
a nation’s will and that of other state and non-state actors,” is
sketched by Jill Long [10]: “War is the coherent execution of all
means to bring about sufficient adherence to a nation’s will in the
international (global) arena; resulting in armed conflict only when
all other means fail.”

4Unlike other great religions, Christianity has never proposed a
revealed law to the State and to society, that is to say a juridical
order derived from revelation. Instead, it has pointed to nature and
reason as the true sources of law – and to the harmony of objective
and subjective reason, which naturally presupposes that both
spheres are rooted in the creative reason of God.

5“Conscious of their responsibility before god and man, inspired by
the determination to promote world peace as an equal partner in a
united Europe, the German people, in the exercise of their constitu-
ent power, have adopted this basic law.”

Koch
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Often, the collective unconscious influences researchers

and developers, procurement and decision making in an

unreflected way. Google’s psychogram also reveals an

underlying fear: “Mark my words—A.I. is far more dan-

gerous than nukes” [18].

“There is a delicate balance that must be achieved

between espousing the need and purpose for innovative

technology, and managing expectations when it comes to

execution” observes the current US Air Attach�e to Ger-

many. “Striving for perfection should always be part of

the [military] profession; claiming achievement of such

perfection is folly” [19]. AI may, indeed, become danger-

ous because of “natural stupidity,” the refusal or mental

inertia to be a conscious and responsible person in the full

sense that may prevent us from facing the real risks of

misused AI. Do we need a new enlightenment for dealing

with AI in a mature and ethical way, “man’s emergence

from his self-imposed nonage” [20]? Sapere aude—Have

the courage to use your own intellect! “It is the responsi-

bility of our generation, possibly the last to look back to

pre-digital ages and into a world driven by artificial intelli-

gence, to answer the question of whether we continue to

recognize the integrity of the human person as a normative

basis,” observes Ellen Uebersch€ar (b. 1967), a political

thinker in Germany [21].

SOLDIERS’ MINDS AND WILLS IN HYPERWAR

In the West German Adenauer Era, the conceptual archi-

tects of the Bundeswehr wanted to establish structures that

prevent any return of what has happened in Germany from

1933 to 1945 and to Europe in WW II. Their minds and

wills were shaped by the collapse of the Weimar Democ-

racy that an evil man prevailing the support of a majority

turned into a tyranny. Without recognition of the Common

Good and inalienable rights, an unrestricted war began

with all destruction, which is the fruit of unbridled nation-

alism and then ruthless use of technology.

At the same time when the technical term AI was

coined, the architects of the Bundeswehr have anticipated

the notion of “hyperwar.” “The scientificization and

mechanization of the military craft will lead to the dissolu-

tion of spatial boundaries and acceleration of military

action,” predicted Colonel Wolf Graf von Baudissin

(1907–1993) the military development in 1954, one year

before the Bundeswehr was founded and two years before

the famous Dartmouth Summer Research Project on AI

took place. “The most highly mechanized combat requires

that responsibility is seen and borne at many lower lev-

els,” he continues (see Figure 3). “Therefore, everything

must be done to teach people the skills that make them

aware of their responsibility and help them experience the

consequences of their actions and omissions.” [22]

How to meet these demands today? How to design cog-

nitive and volitive assistance systems that enable conscious

situational awareness, on the one hand, and encourage the

responsible use of partly or fully automated systems in

defense on the other? Answers to these question are all the

more urgent because the “validity of human dignity as an

ineluctable basic ethical assumption is by no means

unquestioned. [. . .] In various fields we are confronted with

Figure 2.
Result of a Google image search with the keyword “artificial intelligence.” A psychogram of networked modern man? (� GIDS).
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developments in which the boundaries between ‘person’

and ‘thing’ are blurred” [21].

Systems empowered by AI and IF are already in use in

all operational domains of land, sea, space, cyber, i.e., in

the increasingly complex technosphere of military opera-

tions [23]. Cognitive and volitive assistance in the defense

domain is, thus, inevitable to “information, command &

control, and engagement superiority” as well as to

“improving their ability to assert and respond” [24]. Since

potential adversaries also use or will use such digital tech-

nologies, dissolution of spatial boundaries and acceleration

will characterize digitized combat with increasingly auto-

mated cause-and-effect chains, i.e., “hyperwar.” A Euro-

pean example is the Future Combat Air System (FCAS), a

system-of-systems consisting of manned and unmanned

flying platforms to protect the European airspace [25].

Because we explicitly accept that modern armed forces

must be capable “to fight at machine speed,” digitization in

the defense domain cannot be limited to intelligence, sur-

veillance, and reconnaissance (ISR), but must equally

enable, encourage, and facilitate responsible weapon

engagement. “The more lethal and far-reaching the effect

of weapons are, the more necessary it is that people behind

the weapons knowwhat they are doing,” observes von Bau-

dissin as a highly respected Lieutenant General in 1967, in

the middle of the Cold War (see Figure 4). “Without the

commitment to the moral realms, the soldier threatens to

become a mere functionary of violence and a manager”

[22, p. 205, 1954]. This is all the more valid in today’s sen-

sor-to-shooter loops and Joint All Domain Command &

Control [26]. The hope for deceleration and limitation by

arms control policy to counter military destabilization in

analogy to flash crashes on financial markets is honorable

[27], but seems unrealistic in view of the almost unre-

stricted proliferation of digital technologies and their

dual use.

For the sake of clarity, the Bundeswehr explicitly avoids the

term “autonomy,” which obscures gradual differences. The

term “automation” seems to be more appropriate as it also

includes “full automation” after stages of partial automation.

Nevertheless, there is an ongoing debate on “autonomy ver-

sus automation” at the level of international diplomacy in

order to characterize so-called Lethal Autonomous Weapon

Systems according to the regulations of the International

Humanitarian Law [28]. Absurd is the interpretation of

“autonomy” as of a technical “decision of will.” In view of

these considerations, also “artificial intelligence” is a prob-

lematic term, too well established, however, to be avoided.

To ensure that the Bundeswehr fulfills their current

obligations, digitization is expanding its capability profile

at two levels.

1. It provides tools for perceiving a military situation as

reliably as possible by “obtaining, processing, and

distributing information on and between all com-

mand levels, units and services with minimum delay,

without interruption or media disruption” [29].

2. It supports the “targeted deployment of forces and

means according to space, time and information.

[. . .] Characteristic features of military leadership

are the personal responsibility of decision-makers

and the implementation of their will in every sit-

uation” [29, p. 83f].

In this context, defense scientists have to clarify the ethi-

cal problems of AI and automation while avoiding

“moralizing.” The following distinction proves to be helpful.

1. Digital ethics denotes thinking about the right deci-

sions in using digital defense technologies. Required

is an Image of Man that makes “mind,” “will,” and,

Figure 4.
“Without the commitment to the moral realms, the soldier threat-

ens to become a mere functionary of violence and manager, [. . .]
degraded to weapons without human cohesion and conscience;

with them every act of violence becomes possible.“ [Wolf von

Baudissin (1967)]. � NATO.

Figure 3.
“The most highly mechanized combat requires [. . .] making sol-

diers aware of their responsibility and making them experience

the consequences of their actions and omissions” [Wolf von Bau-

dissin (1954)]. � Bundeswehr.
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therefore, “consciousness” and “responsibility” con-

ceptually possible.

2. Digital ethos addresses the attitude of decision mak-

ers on all levels. “The more momentous the deci-

sions and actions of individual soldiers are, the

more their ethos must be determined by responsibil-

ity. If this is only seen from a functional and legal

point of view, armed forces become a danger,”

observes von Baudissin [22, p. 84, 1967]. “In the

jungle situation of borderless wars, ‘soldiers only’

are no longer fit for war in the long run” [22, p. 242,

1953]. This aspect is intimately related with the

concepts of “Citizen in Uniform” and Innere

F€uhrung.

3. Digital morality, finally, comprises concrete guide-

lines for dealing with AI and automation, not only

in the battlefield, but also in research, development,

and procurement.

RESPONSIBLE DESIGN: CONCLUSION FROM EXAMPLES

As an early example of algorithmically provided assis-

tance for situational awareness, Figure 5 illustrates the

efficiency of so-called multiple hypothesis tracking

(MHT) [30]. The left side shows data provided by a long-

range radar, accumulated over 1 hour. Without algorith-

mic assistance, decision makers were unable to extract

any useful information from the data stream about two

highly maneuvering pairs of fighters training air combat.

MHT, an example of an AI algorithm in a broader sense,

however, produces precise target trajectories from radar

plots that are repeatedly missing and contaminated with

numerous false, unwanted, or unresolved echoes (on the

right).

Systems such as AWACS (i.e., Airborne Early Warn-

ing and Control System) or AGS (i.e., Alliance Ground

Surveillance) massively generate information of this type

on single or collective target tracks. On this basis, the

algorithms of Big Track Data Analysis produce

“recognized” situational awareness pictures for threat eval-

uation, guidance, and weapon assignment. Contextual

information on topographical conditions or constraints,

such as a plan to be followed or certain rules to be obeyed,

are essential in this process, especially according to the

conceptual framework F€uhren mit Auftrag, leading by mis-

sion [31]. Fusion of sensor data and nonsensor information,

thus, provides mission-relevant insights that simply were

unavailable without AI in defense. Apparently, compre-

hensive IF is the key technology for integrating also

formalized ethical or legal rules seamlessly into reconnais-

sance or combat missions.

Ongoing research and development projects on using

armed drones for closing capability gaps of the Bundeswehr

have already identified research questions for responsible sys-

tems design [32], [33]. As an example, Figure 6 shows a con-

voy under attack that was stopped in urban environment by

an improvised explosive device. For the forward air control-

ler, coordinately operating reconnaissance fixed- and rotary-

wing drones provide a comprehensive situational awareness

picture, including the expected collateral damage, thus

enabling self-defense by commanding a combat drone. Here,

AI in defense provides technical prerequisites for responsible

engagement with minimized risk for noncombatants. We

claim that armed drones enable reliable or, compared to other

weaponry, significantly more reliable target reconnaissance

and control up to the final engagement decision.

RoE, which do not make any tactical specifications,

but define a legally binding and mission-specific frame-

work, are important for a pre-engagement situation analy-

sis. In compliance with legal, political, strategic, and

operational requirements related to the Common Good,

they concretize the ius in bello, i.e., the principles of the

International Law and Soft Law. Examples are discrimina-

tion (engagement only if targets are fully identified), pro-

portionality (choice of threat-adequate effectors), care,

and imputability to a person. Evidently, RoE are to be

taken into account in designing AI-based systems (RoE

Compliance by Design).

Figure 5.
Trajectories of two pairs of dogfighting fighter aircraft extracted from poor radar data by MHT. � Fraunhofer FKIE.
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In conclusion, AI and IF combined with automation

enable cognitive and volitive assistance systems. Through

them, military actors acquire knowledge about threats, com-

batants, uninvolved parties, and options for action in the var-

ious operational theaters. At the same time, risks for friendly

forces, the civil population, the infrastructure, the environ-

ment, etc., can be minimized. Such assistants may thus help

to master complex tasks more adequately, to balance human

subjectivities, and to protect noncombatants. Moreover, the

physical presence of humans is thus increasingly dispens-

able in dangerous situations. In summary, cognitive and vol-

itive assistance systems are of central importance to

- evaluate imperfect and incomplete mass data;
- to fuse context knowledge with current data streams;
- to fuse complementary and heterogeneous sources;
- to estimate the plausibility of the information content;
- to enable manned–unmanned teaming and action;
- to enable ethical, legal, and societal compliance.

Since decentralization and automation due to digitali-

zation in defense implies vulnerability, own systems need

to be protected against attacks from the electromagnetic

spectrum and the cyber space, on the one hand, while

strategies to attack enemy systems in this way are to be

developed on the other.

On February 6, 2019, Germany and France launched

the most ambitious European armament project of the

coming decades—FCAS, where manned fighter jets and

unmanned “remote carriers” form of a comprehensively

networked system of systems. As “loyal wingmen,” coop-

erating multiple-sensor, multiple-effector drones protect

manned platforms and execute reconnaissance or combat

missions, whereas satellites, airborne early warning, in-

flight refueling, or air transporting will be integrated. The

core is an “Air Combat Cloud,” symbolically visualized in

Figure 7, which makes all relevant information available

to all actors on a mission in real time. In the digital era,

decision superiority decides between success and failure

of a mission.

Since AI and IF combined with automation are

enabling technologies for FCAS, the ethical and legal

challenges previously discussed are evident. For this rea-

son and for the first time in Germany, a working group

accompanies a major armament project from the outset

with the explicit mission to operationalize ethical and legal

principles through appropriate design on the technological

level. While compliance with the national and international

legal framework is only the “ethical minimum” of a more

comprehensive approach, transparent proof that FCAS is

indispensable for protecting the Common Good of Europe

and its partners is the basis for the political implementation

and societal acceptance of this large project.

In accordance with the German Military Aviation

Strategy 2016 [34], the responsibility of human decision

makers is pivotal for all conceivable mission scenarios.

The working group mentioned [35] benefits from the com-

plementarity between industry and research. The envis-

aged overall architecture is expected to contribute to

responsible use by reducing the complexity of future mis-

sions and to facilitate responsible human decision-making.

Technological complexity reduction is, thus, a key devel-

opment goal. Realistic simulations accompanying the

technological development from the very beginning shall

ensure that ethical, legal, and even societal compliance is

not at the expense of effectiveness in combat. Further-

more, participation of relevant stakeholders, including the

society as a whole and represented by a cross section of

political foundations, universities, and political think

tanks, is decisive for the success of this initiative [36].

CONTROLLABILITY: BASIS OF MILITARY SYSTEM

DESIGN

AI in defense enables military decision-makers to con-

sciously perceive and responsibly decide even in the highly

complex and accelerated technosphere of modern conflicts.

Figure 6.
Coordinated reconnaissance and armed drones enable the FOC to defend against threats in compliance with the RoE. � Fraunhofer FKIE.
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However, are we really facing fundamentally new chal-

lenges? Certainly not. New technologies have repeatedly

increased human perception and range of action. The differ-

ence between the digital revolution and earlier innovations is

more quantitative than qualitative in nature.

The most recent update of the foundational document of

the Bundeswehr opens up a discussion on a more philosophi-

cal level when it explicitly re-affirms the principle of Innere

F€uhrung as “the underlying philosophy of leadership valid

for the German soldiers” [29, p. 50]. The term Innere

F€uhrung, “leadership from within,” itself is not easily trans-

lated. According to von Baudissin’s idea, Innere F€uhrung

comprises all aspects of military leadership with special con-

sideration of the individual and social aspects of the person

as such. Its overall goal is to reconcile the functional condi-

tions of operational armed forces with the principles of a

democratic constitutional state [37]. Obviously, this leader-

ship philosophy closely links the personality development of

German soldiers with the Common Good. Rooted in the tra-

dition of Western moral thinking, Innere F€uhrung, there-

fore, seems to be quite in line with a reasoning that

“argues on the basis of reason and natural law, namely

on the basis of what is in accord with the nature of

every human being” (see Benedict XVI (2006), Deus

caritas est in [11, p. 43]). A closer analysis of the

impediments of the conscious perception of the actu-

ally existing situation and responsible action according

to proper ends in it, which are “not reduced to purpose

and consequence,” is also an indication of what is nec-

essary in the personality development program being

part of Innere F€uhrung (such as “impulsiveness, moral

obtuseness, immaturity, and vice,” in [11, pp. 40–42]).

In view of these considerations, AI in defense poses a

timeless question—How to guarantee ethical, legal, and

social compliance; how to decide “well” according to

what is recognized as “true”? In engineering, this leads to

three other questions.

1. How to design cognitive tools that we can not only

mentally but also emotionally master in each

situation?

2. Which technical design principles facilitate the

responsible use of artificially intelligent volitive

tools?

3. How do we still guarantee full superiority of infor-

mation, decision making, and options of action?

As indicated in Figure 8, AI generates situational

awareness pictures that assist “personally responsible”

decision makers in understanding complex situations and

support “the enforcement of their will in every situation” in

terms of appropriate and responsive action [29, p. 84].

Decisive is the question of “what” is to be recognized.

“Detection” informs about the existence of relevant objects

and phenomena, “classification” about their properties, i.e.,

their essence and intents. Important building blocks are fur-

thermore inferred object interrelations. Finally, situational

awareness pictures indicate decision relevance, such as

threat levels and the status of own resources and counter-

measures. The picture as well as statements about its limita-

tions and gaps, on the one hand, and the actual situation on

the other must mutually correspond. This implies a concept

of truth and its elementary foundation: “Truth consists in

the equivalence between the situational awareness picture

Figure 7.
AI und IF driven “system of systems” with Manned-unManned Teaming for combat and reconnaissance missions.� Fraunhofer FKIE.
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and the situation itself” [38].Wemay distinguish between a

logical truth of the picture and its “ergonomic truth,” in

which it corresponds to the tasks, roles, and abilities of the

decision maker [38].6

Automation translates the intentions of the decision

maker into complex cause-effect chains to manage assets,

such as multifunctional sensors, mobile platforms, commu-

nication links, and effectors. The question “why” to

achieve an effect is crucial for the algorithm design. Aris-

totle’s model of causality is helpful here, since it distin-

guishes four ways of answering to why-questions. The

intentions correspond to the final cause, usually specified

by performance parameters characterizing the intended

effect. The causa efficiens, the effective cause, indicates by

which concrete algorithms the effect is to be achieved. The

formal cause answers the question, according to which

rules this should happen. Finally, the material cause indi-

cates necessary resources to be used with their respective

properties. The close link that Aristotle sees between the

formal and the final cause corresponds to the principle that

military ends are to be achieved according to the RoE. Mis-

sion preparation corresponds to the link between material

and formal cause. Finally, impact assessment determines

the extent to which the final cause of the military action has

actually been achieved and is basic for further action.

In general, we distinguish data-driven from model-

based algorithms. The first family, for which deep learning

is exemplary, corresponds to intuitive sensory

perception—What do I see? The second family, in the

sense of Bayesian reasoning, enables rational causal

action—What do I do to what end?

In the algorithmically driven information processing

cycle as sketched in Figure 8, we distinguish five levels of

perception. The first two levels, determined by received

signals or human observer messages from reality and the

corresponding signal or language processing, are data lev-

els and usually hidden from military decision makers. For

them, the three information levels are more relevant. They

refer first to the individual objects, second to the situation

with information about the interrelation between the

objects, and third to the mission itself, i.e., the underlying

situation including the decision maker who wants to act in

it according to his or her resources.

ON RESPONSIBLY GUARANTEED CONTROLLABILITY

A challenge for consistent and responsible controlla-

bility of AI in defense is first the ever-decreasing time

available for human involvement in the decision-making

process. A further problem is the limited explainability

and deceivability of algorithmically generated informa-

tion and the automated execution of complex command

chains.

As an example, let us consider neural networks that, seen

from an abstract point of view, assign an input to an output.

The output describes what the input should “mean” for the

user. Characteristic of such functions is their extremely large

number of internal degrees of freedom, tunable numerical

values. In a so-called “training phase,” they are adjusted by

“telling” the neural network what a particular input actually

Figure 8.
Levels of AI-assisted perception and action for command and control, ISR, engagement, and impact assessment. � Fraunhofer FKIE.

6“Therefore, if things are the measure and guide of the mind, truth
consists in the fact that the mind conforms to the thing. But if the
mind is the guide and measure of things, truth consists in the confor-
mity of the things with the mind.”
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“means,” e.g., by “understood” images. The “labeling” of

training data requires human understanding. If training has

been “long enough,” the network is offered an arbitrary input

and the output is considered the recognized “what,” i.e., the

“meaning” of the input. Neural networks are, thus, essentially

function approximators. Whoever calls massive offering of

interpolation points “learning” may awaken erroneous asso-

ciations in nonspecialists.

As it turns out, however, only a few pixels in an input

image, for example, need to be changed in a specific way

to completely mislead even well-trained networks. A neu-

ral network, deceived by such “poisonous noise,” may

“misrecognize” a panda bear, for example, which appears

unchanged to humans, as a gibbon monkey and “feels”

certain in its judgment [39]. The military relevance of this

discovery is obvious. Attack systems against AI systems

have already been developed; own AI systems are to be

hardened against such “adversarial attacks.” A situation

occurs as in electronic warfare where electronic measures

call for countermeasures, these for counter–countermeas-

ures and so on.

In addition, appropriately representative training data

for data-driven algorithms, such as neural networks, are for

most militarily relevant applications unavailable in suffi-

cient amount. Moreover, such algorithms are often “black

boxes.” Nobody knows how these achieve their results. Fur-

thermore, context knowledge—fundamental to every mili-

tary mission—can only be learned indirectly from the

training data themselves. In short, data-driven algorithms

are “greedy, brittle, and opaque” [40], [41] and always pro-

vide the “second-best solution only” [42]. At least for criti-

cal functions in the targeting cycle, meaningful human

control is required. Model-based algorithms, on the other

hand, allow logical reasoning also in case of uncertainty,

uncover probable cause-effect chains, deliver probabilistic

assessments of the estimates provided, can be developed

systematically, and explicitly allow the integration of con-

text and expert knowledge. In certain militarily relevant

cases, however, the required models are not available or

too complex to be dealt with efficiently. A still unsolved

problem of current research is the combination of data-

driven and model-based algorithms resulting in explain-

able AI.

According to these considerations, the following

issues are pressing in the military domain, but relevant in

other domains as well and need to be addressed by sys-

tems engineering.

1. Responsible use of technology requires consistent

controllability. In some applications, occasional

malfunction of AI and automation may have no con-

sequences. In military use, however, rigorous safety

requirements must be guaranteed with all legal con-

sequences. The military use of technically uncon-

trollable technology is immoral per se.

2. The notion of “meaningful human control,” on the

other hand, needs to be interpreted more broadly

than the concept of “human-in/on-the-loop” sug-

gests. Formulations such as: “For unmanned aerial

vehicles, the principle of human-in-the-loop and

thus the immediate possibility of operator interven-

tion must be ensured at all times” in official docu-

ments of the German Luftwaffe should, thus, be

reconsidered [34, p. 23]. More fundamental is

“accountable responsibility” to be discussed ahead.

The use of fully automated effectors on unmanned

platforms may well be justifiable, even necessary,

in certain situations if appropriately designed.

3. Certification and qualification of AI-based automa-

tion are key issues. Robust military systems will

comprise both data-driven and model-based algo-

rithms, where data-driven algorithms could be

“contained” by model-based reasoning—AI in the

Box. Predictable system properties, insensitivity to

unknown effects, adaptivity to variable usage con-

texts, and graceful degradation must be verified.

Statistical testability as well as explainability is

essential prerequisites for critical components.

Finally yet importantly, compliance to a code of

conduct must be guaranteed by design.

4. Sensor and context data nevermeet ideal expectations.

They are always imperfect, inaccurate, ambiguous,

unresolved, corrupted or deceptive, difficult to be for-

malized, or partly contradictory. Statistical models

exploited by powerful algorithms, however, enable

responsible action even on an imperfect data basis. In

many cases, reliable situational awareness pictures

can be inferred from them in a much more precise,

complete and faster way than humans could ever have

hoped to obtain. Nevertheless, also these methods

have their limitations, which decision-makers must

not only be made aware of, but also be interpreted to

them. Under certain circumstances, proper models are

unavailable and have to be learnt provided appropriate

data exist.

5. Data integrity is fundamental to any use of AI-based

systems: Are valid sensor and context data available

at all? Are they produced reliably and do the

unavoidable deficits correspond to the statistical

assumptions made? In naive systems, violated integ-

rity easily turns data fusion into confusion. More-

over, algorithms always generate artifacts that do

not exist in reality, or have “blind spots,” i.e., do not

show what is actually there. In the military context,

enemies may take over sensors or subsystems,

which then produce deceptive data or unwanted

action. Mature AI comprises detection of such defi-

cits, which is the basis for making own assistance
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systems resilient toward interference and deception

or to deceive enemy systems.

Artificially intelligent “self-criticism” of technical sys-

tems requires naturally intelligent critical capabilities of

military decision makers toward AI. Otherwise, there is a

danger of voluntary subordination and uncritical accep-

tance of machine offers, of the mental refusal to actually

bear responsibility, of blind trust. AI-based systems must,

therefore, train the alertness of their users and teach them

how the AI offers were developed. AI must not stupify its

users. Only alert natural intelligence is able to assess plau-

sibility, to actually develop understanding, and to regain

control if digitization fails. Many research question in sys-

tems design rise from these considerations. On the other

hand, without AI in defense even the cleverest and well-

trained military genius will not have the informational

basis and efficient reactivity that is needed in modern

conflicts.

“All thinking is art” observed by Carl von Clausewitz

(1780–1831), the Prussian general and military theorist

who stressed the moral, psychological, and political

aspects of war. “Where the logician draws the line, where

the prefixes end, there art begins” [43, II.3, p. 135]. Thus,

digitization requires the ethos of digitally educated deci-

sion-makers who do not need to know how to design and

program AI algorithms themselves, but are able to assess

their strengths and weaknesses, risks, and opportunities.

Obviously, this addresses a more fundamental question,

which is aggravated by digitization, but not fundamentally

new: “Firmly confident in his better inner knowledge, the

military leader must stand like the rock where the wave

breaks” [43, I.6, p. 96]. The associated “digital morality”

is fundamentally teachable. Obviously, this addresses a

key question of the soldierly ethos, which is aggravated

by the digitization, but is not fundamentally new and

should lead to a “digital update” of Innere F€uhrung.

RESPONSIBILITY IN MILITARY SYSTEMS ENGINEERING

The responsible use of AI in defense requires systems that

connects conscious cognition and responsible volition in

the real world with data collection and automatically exe-

cuted command chains for controlling sensors, platforms,

and effectors.

Literally, the word “responsibility” is rooted in the lan-

guage at courts of justice designating the obligation of

being called upon to respond to questions about one’s own

actions by a judge, a primal situation of human existence as

a person. This concept has far-reaching implications: What

actions or omissions are owed? Why, under which circum-

stances, and according to which law is there an obligation

to respond? What form of accountability is expected? Who

is called to accuse, who to judge? According to which

standards do we speak of acquittal with “praise” or convic-

tion with “punishment”? Although there exists a vast litera-

ture, covering controversial points of view and influenced

by most diverse cultural backgrounds, a broader consensus

seems to converge on the following aspects.

1. To speak of responsibility is only reasonable if it is

assumed voluntarily. Responsibility, thus, presup-

poses the notion of “freedom” and an Image of Man

as a free person.

2. The concept of free will as the decisive cause of

actions implies the idea of accountability, which is

legally relevant and an essential criterion in the

International Law.

3. Responsibility also implies the ability and willing-

ness to act “well” even in case of absent or contra-

dicting rules. Casuistry, formalization of human

action, seems impossible.

4. The will, responsible in freedom, is not absolute, but

depends on the understanding mind. The “true” and

the “good” thus form the intellectual basis of

responsible action.

Von Clausewitz speaks of “the courage of responsibil-

ity, be it before the judgment seat of some external power

or the inner one, namely conscience.” It is a “disposition

of the mind,” which he equates with “courage against per-

sonal danger” [43, I.3, p. 71].

In the current debate on hyperwar, responsibility is

more fundamental a notion than meaningful human con-

trol. Even the use of fully automated systems, which, after

the decision to use them, achieve their effect without

human intervention, can be justifiable under certain clearly

defined conditions. Examples are defense against armed

drones or swarms of drones and highly reactive protection

against approaching missiles. As a purely reactivemeasure,

these examples do not involve a fully automated targeting

cycle, since, in a certain sense, humans are still involved

even in these examples, namely with the decision to switch

ON such system and to select the parameter framework for

enabling automated defense, so that meaningful human

control is guaranteed in a broader sense.

Figure 9 illustrates core elements of the concept of

responsibility, insofar as it is relevant to the technical

design of defense systems. It implies three persons or

groups of persons and establishes characteristic relation-

ships between them.

1. Who bears responsibility?Military capability devel-

opment takes place at various levels and requires

responsible action in research, development, certifi-

cation, and qualification of military C2, ISR, and

weapon systems as well as in the preparation and

execution of military operations.
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2. For whom is responsibility borne? The relation-

ship between a responsible person and those for

whom he or she is responsible is characterized by

“care” and “trust” and is determined by prospec-

tive action and reaction. Responsibility can only

be assumed by persons for persons. First, every-

one is responsible for himself or herself.

“Whoever assigns freedom of will to man, wants

to say that man is “himself” the cause of his acting

in this very way and not in another,” explained

Robert Spaemann. “And this occurs in such a way

that man himself is also responsible for his own

existence, insofar as this existence is shaped by

his own actions and certain decisions to act are at

the same time decisions about what kind of person

someone wants to be” [44]. Second, responsibility

is owed to own forces and the Common Good to

be protected. Finally, there is responsibility to

civilians and combatants. One could even speak of

responsibility toward the natural habitats in the

theaters of operations.

3. Toward whom is responsibility assumed?

Responsibility implies the notion of an authority,

which is exercised by judgment. The responsible

person recognizes it by his or her justification.

The relationship between the person and the

authority is retrospective in nature. Authorities

are God, the personal conscience of the responsi-

ble person, the superiors, and jurisdiction exer-

cised by persons in the framework of courts or

justice systems.

Ultimately, it seems to be voluntarily assumed

responsibility, which shows itself in care and trust, and

in readiness to justify itself, which keeps all human

societies stable, not only military forces in combat.

Purely legal constructs, such as liability for damage

caused by one’s actions, are not sufficient, especially in

military operations.

According to these considerations, only natural per-

sons and not machines, can act responsibly or irrespon-

sibly. For technical “things” always remain impersonal,

even if they seem to “speak” and, due to anthropomorphic

system design, a psychologically realized distinction

between man and machine may become difficult. Only

people who use cognitive machines responsibly or irre-

sponsibly for situational awareness and action are acting

in a “good” or “evil” way by responding to moral chal-

lenges in one way or another. “Good” technical systems

encourage the morally acceptable and efficient leverage of

them to achieve military objectives. “Evil” systems, which

might be designed by an adversary, facilitate their irre-

sponsible use.

Those who place the concept of responsibility at the

center of military action must avoid representing a par-

ticular strand in the philosophy of ethics. Without

denying that such distinctions are fruitful, this is inap-

propriate in a military context. For certain actions are

also here per se—i.e., “deontologically”—qualified

as immoral. On the other hand, a “consequentialist”

weighing of consequences can be quite moral under

certain conditions. For responsibility is graded and cor-

responds to the concretely existing relationship of con-

cern and trust. Against an opponent of war, “lies,”

measures of electronic or cyber warfare, for example,

are permitted, since he is “not at all in that moral rela-

tionship of trust that makes truthful speech necessary”

[45]. This does not mean, however, that consequential-

ism is acceptable as a moral doctrine with its tendency

to deny inalienable rights and an objective moral order

[11, pp. 33–35].

Figure 9.
Core elements of the concept of responsibility and the resulting mutual relationships.� Fraunhofer FKIE.
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SELECTED ASPECTS OF MORAL ASSISTANCE SYSTEMS

In view of the previous discussion, systems engineering

for designing responsible cognitive and volitive assis-

tance tools, which technically support ethically and

legally compliant behavior, has to fulfill three major

requirements:

1. situational awareness to enable responsible action;

2. cognitive assistance to identify responsible options

to act;

3. comprehensible plausibility of the proposed options.

These are basic for ensuring responsible decisions

before, during, and after the mission in order to achieve

clearly defined ends and intermediate purposes in a

given operating theatre that take into account to what

extent collateral effects can be tolerated. Figure 10

illustrates how these requirements could be met in the

development and deployment of assistance systems for

responsible action.

1. Transparent criteria development must accompany

military capability development from the outset. Phi-

losophers, pastors, and lawyers bring in basic insights.

Legal standards that apply to defense research, devel-

opment, and procurement are indispensable: “The

sharpest weapon of democracy is legislation. For this

reason, civil society cannot help but call on its govern-

ments to establish binding standards for cognitive

weapons systems and tomake the corresponding agree-

ments under international law” [46]. Finally yet impor-

tantly, the experience of commanders and soldiers

must be taken into account. Analogous to industrial

quality assurance processes, these considerations sup-

port responsible action not only in battle, but also on all

levels of responsibility. These considerations corre-

spond to some extent to the IEEE P7000 Model Pro-

cess for Addressing Ethical Concerns During System

Design [47], by which engineers and technologists can

address ethical consideration throughout the various

stages of system initiation, analysis and design.7 The

VDE, the German equivalent of the IEEE, proposes

comparable recommendations [48].

2. Any technology that complies with these criteria must

be integrated into military procedures and processes,

e.g., in appropriately formulated concepts of opera-

tions. Evolutionary innovation, on the one hand,

replaces outdated technology while letting procedures

and processes largely unchanged, whereas disruptive

innovation, on the other hand, opens up fundamen-

tally new applications, which require both conceptual

and organizational changes. Ultimately, the innova-

tive potential of defense digitization is only realizable

if it takes into account the mind set and esprit de corps

of the armed forces and, last but not least, the maxims

of licensing and qualification bodies.

3. Mission-relevant decisions can be evaluated and cor-

respond to the mission-specific RoE that define the

framework for action in a legally binding manner.

RoE, thus, have to have a direct impact on the

technical systems design, but can be so complex that

computer-aided “synthetic legal advisors” are indis-

pensable for identifying RoE-compliant options for

action. In the spatially delimited and accelerated

hyperwar, ethically relevant knowledge itself must

be made electronically accessible.

Figure 10.
Transparent criteria development for technology application and

application decisions. � Fraunhofer FKIE.

7The IEEE P7000 Working Group places particular emphasis on the
notion of “values” that are to be systematically elicited, conceptual-
ized, prioritized, and finally respected via appropriate systems
design [S. Spiekermann (2018), “Carousel Kittens: The Case for a
Value-Based IoT,” IEEE Pervasive Computing, vol. 17, no. 2, pp.
62–65, Apr.–Jun. 2018.]. The philosophical background is Material
Value Ethics, first established by May Scheler (1874–1928) and
Nikolai Hartmann (1882–1950). A core trait is its focus on virtue
ethics, i.e., emphasis on culturally or socially desirable character
traits. This design approach aims to maximize positive value poten-
tial and minimize value harms for people in IT-rich environments.
We do honor the intention of this approach. Communities must
share common values. This is particularly true in democracies that
are only stable if the majority values rights and duties. They are
based on law, however, not on moral obligation. Communities that
are committed to individual freedom require observance of its laws,
not the conformity with values that underlie its legal system. It may
even be dangerous to speak of “community values” because there is
a tendency to undermine the legal principle in favor of a
“dictatorship of beliefs.” There have been and there are
“communities of values,” where values have taken or take prece-
dence over the law. We primarily have to talk about norms, not val-
ues only.
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A concrete example is pre-engagement assessment

of “collateral damage” [49]8 and “risk estimate dis-

tance,” i.e., an assessment of the danger to friendly

forces, that are made possible by AI in defense in a way

that has never been achieved before. This is important

for both effective and responsible weapon control, be it

through precision targeting or scalable detonation effect

of modern warheads. In order to avoid confusion on the

term “precision targeting,” it should be recalled that it is

defined as “directed at a specific target.” From the avi-

ator’s perspective, for example, “the term ‘precision’

does not imply, as one might assume, accuracy. Instead,

the word precision exclusively pertains to a discriminate

targeting process. By using a word that has such specific

meaning in the mind of most civilians, it is easy to see

how a gap in understanding and expectations has

been fostered” [19, pp. 11–12]. “Precision” is not

“perfection.”

In order to realize the potential of AI for responsible

action in critical situations, decision makers must be

made aware in an intuitively comprehensible manner of

remaining inaccuracies, ambiguities, and aspects of the

situation that have not yet been clarified. Situational

awareness does not consist of algorithmically generated

symbols on a screen, but rather arises in the minds of

decision makers. It is imperative that situational aware-

ness includes information on the “unknowns.” Without

reliable knowledge about the limits of the available

knowledge, no one can act responsibly. In addition to

engineering issues, ergonomics and cognitive sciences

apparently play an important role in the digital transfor-

mation of the armed forces.

According to these considerations, ergonomic repre-

sentation of the situational awareness pictures obtained

from a wide range of imperfect data sources and the limits

of their informative value is a key requirement. Appar-

ently, the research questions arising from this demand

have an ethical dimension: The situational awareness pic-

ture, despite all its abstraction, must convey to the deci-

sion maker psychologically realized awareness of the

reality of the situation shown, i.e., its truth, help him to

take responsibility, “and allow him to experience the con-

sequences of actions and omissions” [22, p. 234]. Decision

making must not remain on a purely virtual level. Such

considerations are entirely in line with political declara-

tions of the Federal Government of Germany and all plan-

ning documents of the Bundeswehr.

A more recent study emphasizes the rationality of ethi-

cal judgment, for which algorithmic support is principally

possible. According to it, the concrete case in a given situ-

ation is at the center of ethical judgment. The assessment,

which abstract and concrete, normative and descriptive,

cognitive and emotional aspects are to be placed in rela-

tion to one another, is to be done in a “culture of reasoned

consideration” [50]. A digital assistant for “moral decision

support” would have to implement and reproduce such

structures of thought. From a system ergonomic point of

view, it should also be considered how technical design

principles could be derived from classical virtues, which

appear under different names in most cultures, and be

implemented in such assistance systems in order to make

them user-compliant in the sense of responsible judgment.

The so-called four “cardinal virtues” of Western ethics

[51] are examples with a potential of wider consent.

Only if based on a clearly defined and realistic Image

of Man, his nature and his ends, that is compatible

with the notion of responsible use of technology, digital

assistance can support morally acceptable decisions.

Awareness raising of such an Image of Man and Innere

F€uhrung as a guiding leadership and personality develop-

ing principle toward this direction is especially a task of

military pastoral care. Since the Hippocratic Oath is

regarded as a fundamental formulation of a professional

ethic that is committed to responsibility, it would be worth

considering whether the swearing-in ceremony, which

was considered indispensable when the Bundeswehr was

founded, should be viewed with a fresh eye. For Wolf von

Baudissin, the architect of the Innere F€uhrung, it is “one

of the essential tasks of the military clergy to point out the

sanctity of the oath, as well as the vow, to show the recruit

the seriousness of the assumption of his official duties on

his own conscience, but at the same time also the limits

set by God for everyone and also for this obligation.”

[22, p. 181]

RECOMMENDATIONS FOR STRATEGICAL PLANNING

The Digital Defense Council to the German Minister of

Defence states that “the future of AI in the armed forces

[. . .] does not lie in the decision between man and AI, but

in an effective and scalable combination of man and AI to

ensure the best possible performance of tasks” [24, p. 27].

This includes the ethical dimension of digital technolo-

gies: “Digitization affects more than the aspect of techni-

cal innovation. It influences the entire way of thinking and

acting of the Bundeswehr at all levels in the sense of a

‘digital self-image’ of the Bundeswehr.” [52]

Since we feel encouraged to assume that there might

be a broader consent within the international defense sci-

ence and IF community with these considerations, we are

closing with some recommendations.

1. Digital ethics and a corresponding ethos and moral-

ity are to be part of the skills that need to be built up

8Collateral damage: “Unintentional or incidental injury or damage to
persons or objects that would not be lawful military targets in the
circumstances ruling at the time. Such damage is not unlawful so
long as it is not excessive in light of the overall military advantage
anticipated from the attack.”
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systematically for responsibly using AI in defense

without serious harm for humanity. In particular,

such skills enable military decision makers “to

assess the potential and impact of digital technolo-

gies and to manage and to lead in a digitized envi-

ronment” [52, Nr. 209, p. 8]. In particular,

consideration should be given to leadership philoso-

phies and personality development instruments,

such as Innere F€uhrung as a guiding principle for

the development of ethical competence and to

encourage its systematic development with regard

to AI in defense.

2. In addition to the operational benefit of defense

digitization in closing capability gaps, expanding

the range of capabilities, and developing corre-

sponding concepts, operational procedures, and

organizational measures, ethical competence in

dealing with digital technologies and their ethical

acceptance need to be achieved. Only then, AI in

defense will become acceptable before the con-

science of the individual soldiers, but also in the

broader view of the Common Good of the society

as such. Success in both aspects will indicate a

real innovation.

3. Digitization projects should be accompanied by

comprehensive analyses of technical controllability

and personal accountability in a publicly visible,

transparent, and verifiable manner. Otherwise, the

paradigm shifts and material efforts associated with

AI and automation would hardly be politically, soci-

etally, and financially enforceable. Of course, there

will be more problematic and less problematic proj-

ects, implying that an exemplary approach would be

appropriate.

4. Although the International Law requires human respon-

sibility, it defines an “ethical minimum” only. To

achieve progress in the legal development, it seems

promising to consider Corporate Social Responsibility.

The principles anchored in this way aim to create bind-

ing standards for the responsible design and leverage of

cognitive and volitive systems, including the entire sup-

ply chain. Misconduct is to be tangibly sanctioned—

soft law and hard sanctions, ranging from extraordinary

contract termination to contractual penalties. Although

soft law is not enacted by the legislature, it may

become as a source of legal knowledge.

“We set sail on this new sea because there is new

knowledge to be gained, and new rights to be

won, and they must be won and used for the prog-

ress of all people. For [artificial intelligence],

like nuclear science and technology, has no con-

science of its own. Whether it will become a force

for good or ill depends on man, [. . .] whether

this new ocean will be a sea of peace or a new

terrifying theater of war.” [2], [3]
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